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NMpumep 1. Hangn meHn

public static URL getClassUrl (Class<?> aClass) {
String path = aClass.getName () .replaceAll ("."™, "/™)
+ ".class";

return aClass.getClasslLoader () .getResource (path) ;



[Mpumep 2. AHHOTaALUUN NPaABAT MUPOM

dinterface Anno { String wvalue(); }

@Anno ("Hello, World!'")

public class HelloAnno {

public static void main (String[] args) ({
System.out.println (

HelloAnno.class.getAnnotation (Anno.class) .value());



[Mpumep 3. Bce nucanu aTo

public static String toString(List<String> list) {
StringBuilder buf = new StringBuilder('('");
for (int i = 0; 1 < list.size(); 1i++) {
if (i > 0) buf.append(", ");
buf.append(list.get (1))

}
return buf.append (') ') .toString() ;



NMpumep 4. Xutpbin nporpecc

public void showCurrentProgress (JLabel label) {

int percents = (int) Math.random()*100;
label.setText (String.format ("%$d%% completed...",

percents)) ;



FindBugs

aHanmanpyet bant-koa

BCTpanBaETCA B MPOLLEeCC KOMMUASILNN
nnarnHbl ana Maven, Intellid IDEA, Eclipse
400+ TMNoB oLWINOOK



PMD

aHanu3upyer java koA

270 npoBepok

nnarnHbl ana Maven, Eclipse
paclumpsieTcs npu NoOMoLLmM LabdbnoHOB



PMD

ECTb MHTEPECHbIE NPOBEPKN:
AvoidUsingVolatile

Use of the keyword 'volatile' is generally used to fine tune a
Java application, and therefore, requires a good expertise
of the Java Memory Model. Moreover, its range of action is
somewhat misknown. Therefore, the volatile keyword
should not be used for maintenance purpose and

portability.



Error-prone compiler

pa3pabaTtbiBaeTcsa B Google
noaMeHseT javac

aHanusupyet AST gepeBo
HaxoauT 24 Tuna ownodok (1 40
aKcrnepuMeHTanbHbIX)

N1erko paclmnpsThb



public class NonRuntimeAnnotation extends BugChecker ({
public Description matchMethodInvocation (MethodInvocationTree tree,
VisitorState state) {
if (!methodSelect (
instanceMethod (Matchers.<ExpressionTree>isSubtypeOf (
"java.lang.Class"), "getAnnotation"))
.matches (tree, state)) {

return Description.NO MATCH;
}

MemberSelectTree memTree = (MemberSelectTree) tree.getArguments().get (0);
TypeSymbol annotation = ASTHelpers.getSymbol (memTree.getExpression()) .type.tsym;
Retention retention = ASTHelpers.getAnnotation(annotation, Retention.class);

if (retention != null && retention.value() .equals (RUNTIME))

return Description.NO MATCH;
}

return describeMatch (tree, SuggestedFix.replace(tree, "null"));



Error-prone compiler

N3 TpeboBaHMn K HOBbIM MPOBEPKaM:

The bug pattern should have no false positives.

In essentially no cases should the detected code actually
be working as intended.



Kak nposaBnsaloTCcA OLLNOKMU

Ownbkn KoMmnNunNALUmn

NcknroyeHunsa

HenpaBunbHoe noBeaeHue




UT0, ecnm xo4yeTcsa He TONbKO HAaXoOuTb
OWKNOKM Mo wadnoHam, HO U NOSTHOCTbLIO
NCKNHOYNTb BO3MOXHOCTb MOSABNEHUS
HEKOTOpPbIX KraccoB OLLUNOOK?
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| call it my billion-dollar mistake. It was the invention of the
null reference in 1965. ... This has led to innumerable errors,
vulnerabilities, and system crashes, which have probably
caused a billion dollars of pain and damage in the last forty

years.

Sir Charles Antony Richard Hoare



NullPointerException

MO>XHO N Npy NOMOLLKM CTaTUYECKOro aHanmaa
OokasaTb, 4YTo B nporpamme HeT NPE?



JTO HenpocTaa 3apava

public class Sensitivity {
public static void printInfo (String firstName,
String lastName) ({
if (firstName != null) {
System.out.println(firstName + " " +
lastName. toUpperCase () ) ;
} else {

System.out.println ("Unknown") ;



A WA

http://ceylon-lang.org



http://ceylon-lang.org
http://ceylon-lang.org

B Ceylon HeT NPE

void run () {
String s = null;
}

10T Ko He ckomnunupyetca: 'null’ is not assignable to 'String’



3aTto ecTb Nullable types

void run (String? s) {
i1f (exists s) {

//3meck s Tumna String



Union types

Nullable Tunbl — 4acTHbIXM cny4Yaun union types
String? — npocTto cokpaweHue gnsa String|Null

MoxHO ncnonbe3oBaTthb List<String|Integer>



B Kotlin Toxe ectb Nullable types

val s: String = null //error

val p: String? = null //ok A
' «S
print(p.length) //error
] PROJECT
S, Kotlin
print(p.length) //ok

}



Object?

Object String?

S~

String




Nullable types B Java

B Java 8 nosasuncs knacc Optional:
public final class Optional<T> {
public static<T> Optional<T> empty () {...}

public static <T> Optional<T> of (T value) {...

}

e HO npuaetca nucatb Optional<? extends T>
e 1 genaTtb ABHOe nNpeobpasoBaHune T B Optional<T>



AHHOTaAUUU

® nosasmnncb B Java 5
O HO TOJIbKO Ha geknapaumnax

e B Java 8 moryT ObITb Be3ae, rae
BCTPEYaloTCs TUMbI:
0 List<@Nullable String>
0 @Nullable String @NonNull/[]



Checkers Framework

e BCTpaumBaeTcsd B javac B Buae annotation
processor

e 0OpabaTbiBaeT NCXOOHbIN KOO

e noaadepXmBaeT HECKOSIbKO NPOBEPOK

® MOXHO pacLUnpATb



Nullness checker

® [0 YMON4YaHuto Bce @NonNull, KpoMme
floKarbHbIX NepeMeHHbIX

© Angd NoKalsibHbIX nepeMeHHbiIX aHHOTaunn
BbIBOOATCH

e ansa knaccos JDK ecTb rotoBble Habopbl
aHHOTauuu

e rapaHTupyet* otcytcteue NPE, ecnu He
Bblgan npeaynpexaeHnm



Nullness checker: vHMUManu3auyus

class Person {
final String name;
public Person (String name) {
PersonRegistry.register (this);

this.name = name;



KoHTpakTbl ANA meToaoB

public void m(@dNullable String p) {
if (p == null || p.isEmpty()) return;
System.out.println (p.endsWith ("!1"));



KoHTpakTbl ANA meToaoB

public void m(@Nullable String p) {
if (isEmpty(p)) return;
System.out.println (p.endsWith ("!1"));
}
@EnsuresNonNullIf (expression = {"#1"}, result = false)
private boolean isEmpty(@Nullable String p) {
return p == null || p.isEmpty();



@Nullable B IntelliJ IDEA

public void m(String unknown, @Nullable String nullable) {
String s = null; //ok
@NonNull String g = unknown; //ok
g = nullable; //warning



KOHTpaKTbI BbIBOOATCA

public void m(@Nullable String p) {
if (isEmpty(p)) return;
System.out.println (p.endsWith ("!1"));

}

//@Contract ("null->true')

private boolean isEmpty (CNullable String p) {
return p == null || p.isEmpty();



He cnuwkom nm MHOro aHHotTaumMn?

IntelliJ IDEA sources:

e @NotNull — 65K
e @Nullable — 200K
e B cymmMme 3aHumatot 2Mb



CtaTnUCTHUKa NO UCKNIOYEHUAM

2011 roa 2012 ron 2013 rog 2014 ron
NPE 18% 17% 15% 14%
NotNull assertion | 5% 5% 6% 5%

Mo npoayktam Ha 6a3e nnatdopmsl Intellid IDEA, nokasaHa gons cpeam Bcex

UCKIMYEHUN.




AHHOTaALUMMN NMOMOraroT

® MOXHO reHepumnpoBaTtb assertions
O BMECTO Objects.requireNonNull

® OLUMOKM NPOSABNAITCA paHbLLUE
® MOMOratoT YymTaTb Ko



Yto panblie?

e [pyrne nposepku B checkers framework:
o @GuardedBy, @Holding
o @SideEffectFree, @Pure
o @Immutable, @ReadOnly

® CODCTBEHHbIE MPOBEPKM



CcbInkm

http://types.cs.washington.edu/checker-framework/

http://pmd.sourceforge.net/

http://findbugs.sourceforge.net/

http://code.google.com/p/error-prone/

http://cevlon-lang.orqg/

http://kotlinlang.org/

http://eclipse.org/

http://ijetbrains.org/

Bcé 6ecnnatHo 1 open source
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