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UWASP

Open Web Application
Security Project

Open Web Application Security Project

— HeKommepuecKkaa opraHmnsaumna, ocHosaHHaA B 2001 roay
JOKYMEeHTbI

— Top 10 Security Risks

— Guidelines

— Cheat sheets
BU6AMOTEKN U MHCTPYMEHTDI

— Zed Attack Proxy (ZAP)

— App Sensor

— Enterprise Security APl (ESAPI)
Obyyatowme cpeabl

— WebGoat



OWASP Top 10 2013

Al Injection

A2 Broken Authentication and Session Management
A3 Cross-Site Scripting (XSS)

A4 Insecure Direct Object Reference

A5 Security Misconfiguration

A6 Sensitive Data Exposure

A7 Missing Function Level Access Control
A8 Cross-Site Request Forgery (CSRF)

A9 Using Known Vulnerable Components
A10 Unvalidated Redirects and Forwards




ATakn Ha Web-npunoxeHus

ATaKu Ha ceccumto
— A2 Broken Authentication and session management
— A6 Sensitive Data Exposure
ATaKM Ha KNIMEHTCKOM CTOPOHE
— A3 Cross-Site Scripting (XSS)
— A8 Cross-Site Request Forgery (CSRF)
[Mony4yeHmne HeaBTOPM3MPOBAHHOIO A40CTyNa
— A7 Missing Level Function Access Control
— A4 Insecure Direct Object Reference
ATaKM Ha CEPBEPHYIO NOTUKY
— Al Injections
— A10 Unvalidated redirects and forwards



Manunnynaumm c ceccuen (A2)

* Kparka MHpopmaumm o ceccum
— URL, sniffing, logs, XSS
* [lpeacKasbiBaHWeE ceccuu
* (PuKcauma ceccum
— [MnharuHbl ana bpaysepos
— lMpokKcu (Hanpmumep OWASP ZAP)



PackpbiTne ceccum (A6)

* TpaHcnopT

— He3awundpoBaHHOE coeanHeHUe
* KnauneHt

— XSS

— ATaku Ha 6pay3ep/0OC
* CepBep

— Jloru

— Pennukauma ceccmnu

— [amn namaTtu



Cross-Site Scripting XSS (A3)

* Bo3HWKaeT B cnyyae otobparkeHma “BpeaHbix” AaHHbIX web-
NPUNOKEHNEM

— HepoBepeHHbIN KOA, UCNOAHAETCA NMPUNOKEHUEM

— BbinonHeHue “BpegHoro” Kkoga npmn otobparkeHunn, bes
npeaBapuUTeNbHOW Banngaumm

* (OCHOBHbIE TUMbI
— CoxpaHeHHble (Stored)

— HasepeHHble (Reflected)



CSRF (A8)

2) CanT 310yMbIWNEHHUKA 1) AyTeHTUdUKaLMA

Anbda

LleHTaBpa

IV 3) CtpaHuua c CSRF-koaom
<img src="http://earth/adminHandling.jsp?
operation=Add&status=Commander&user=Knah>

4) Bpay3ep oTcblnaeT 3anpoc

GET /adminHandling.jsp HTTP/1.1
Cookie: <earth authentication cookie>
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Injections (A1)

* BO3HMKaeT B cayvyae OTMPaBKU NPUNOKEHUEM,
HeBEPUPULIMPOBAHHbBIX AAHHbIX MHTEPNPETATOPY

— SQL Injection
— XSS

— ORM Injection
— NoSql Injection
— Xpath Injection
— JSON Injection
— Cmd Injection



Java Web Application Security




Tomcat

e Security Misconfiguration (A5)
— 3anyck ¢ npaBamun AAMUHUCTPATOPA
— 3anyck Tomcat 6e3 Security Manager
— My6anynbIn aoctyn K Manager Web App v BHyTpeHHUM Web App
— My6anyHbIN aoctyn K shutdown-nopTty
— OTobpaxkeHune ownboK KoMmnNUaALNM



Tomcat

e Using Known Vulnerable Components (A9)

KonnyecTtBo HallaeHHbIX ya3BumocTer no tunam (2014)

5
4

i OTKas B 06CyKMBaHUMU
3 K MNepenonHeHune

BbinonHeHWe Koaa

i Obxopa NnpoBepokK

“ PackpbITMe nHbopMmaLmm

http://www.cvedetails.com 1




One more... Double Demo
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PPPPPP...
SSL v3

TLS 1.1
TLS 1.2
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JSSE

<Connector port="443"
protocol="org.apache.coyote.httpll.HttpliNioProtocol”
SSLEnabled="true”

scheme="https" secure="true”

clientAuth="false”

sslProtocol="TLSv1.2”

sslEnabledProtocols="TLSv1.2”

ciphers="TLS_ECDHE_RSA WITH_AES 128 GCM SHA256,
/>



SSL, TLS

* SSL npepwectBeHHUK TLS
 TLS 1.0 anrpenp SSL 3.0 (1999)
* Yaszsumble Bepcum SSLv2, SSLv2, TLS 1.0

* TeKyuwana sepcna TLS 1.2
IE Firefox Chrome Safari Opera iOS Safari




ECDH RSA WITH AES 128 GCM SHA256 ???

* Anroputm cornacosaHus Kntoveit (ECDH/ECDHE)
e Kntouyeom anroputm (RSA)

« WITH (Anroputm wmndposBaHusa) (anmHa B butax) (perxkmm
WndpoBaHUA)
— Pekomenpgyetca AES
— MuHumym 128 6ut

_ GCM/CBC B aToM noaKnoYeHUu ucnoneslyerca nporokon TLS 1.2.

n? Coepunenue ¢ security-tracker.debian.org
3awudposaHo C KCnons3oBanuMem 128-paspagHoro
WwudposaHua.

Coepunerue 3awndpPOBaHO K NPOBEPEHO C NOMOLLLIO

* ANroputm xeuw-@pyHKUUMU AES_128_GCM. B KauecTae mexanu3ma obmena
Knoyamu ucnonslayerca ECDHE_RSA.
— MuHumym SHA-256
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New Java 8 Security Features

TLS Server Name Indication (SNI) Extension (BupTyanbHble
agpeca)

MNoaneprKKa Authenticated AES GCM pexunma wndppoBaHuUS
Habop EC-kntouen NSA Suite B

PKCS#11 Crypto Provider gna 64-bit Windows

AnnapaTHoe yckopeHue ana AES

[MonHOPyHKUMOHaNbHOe PKCS#12 xpaHunumuie Karoden



And One More Thing...



HaunHaa c oktabpsa 2014
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RommaHaep Cnok pekomeHayeTr
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1. Content Security Policy

* W3C Candidate Recommendation
— Content-Security-Policy
— Content-Security-Policy-Report-Only

* OnpegensaeT CNUCOK pa3speLleHHbIX MICTOYHUKOB
* [lnpeKkTusbl

default-src media-src report-uri
script-src frame-src

object-src font-src

style-src connect-src

img-src




1. Content Security Policy

Firefox Chrome Safari Opera iOS Safari Opera Mini  Android Browser
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2. Encryption

e BkntoyeHume SSL B web.xml

<security-constraint>

<user-data-constraint>
<transport-guarantee>

</transport-guarantee>
</user-data-constraint>
</security-constraint>



2. Secure cookie

* Yb6eautecb B Tom, 4yTo Cookie’s moryT nepenasatbes/
MCNO/Ib30BaTbCA TONbKO Yepe3 SSL + HttpOnly

 Yepes web.xml (Servlet 3.0)

<session-config>
<cookie-config>

</cookie-config>
</session-config>



2. HTTP Strict-Transport-Security
(HSTS)

* OnpepeneH B RFC 6797

— Strict-Transport-Security: max-age=seconds;
includeSubdomains (seconds — min 18 Heaenb)

* Bpay3ep paboTaeT No cheayoWmm npasmaam

— ABTOMaTM4YecKun peanpekt scex HTTP-3anpocos Ha HTTPS
(http://example.com -> https://example.com)

— Ecnun ceptudumkat canmta owmnboveH, nim camo3aBepEH,
No/b30BaTe o 3anpeuiaetca pabotaTb € CanTom



2. HTTP Strict-Transport-Security

Firefox Chrome Safari Opera iOS Safari Opera Mini  Android Browser
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3. Access Control

N3b6erante yKasaHua <http-method> B <security-constraint>

<security-constraint>
<web-resource-collection>
<url-pattern>/site/*</url-pattern>
<http-method>GET</http-method>
<http-method>P0OST</http-method>
</web-resource-collection>

</security-constraint>
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4. SQL/ORM Injection

* Wcnonb3yute PreparedStatement c o6a3atenbHbIm
YKa3aHMEeM BCex NnapameTpoB yepes ?’

String query = "SELECT * FROM users
WHERE age > " + age + " AND gender = '" + gender + "'";

PreparedStatement stmt = con.prepareStatement(query);
ResultSet rs = stmt.executeQuery();



5. CSRF

* Heobxoanmo BK/HOYATb YTO-TO C/ly4amHOEe B 3anpocC
— anti-CSRF TokeH
e JSF2.2

— HTTP POST: javax.faces.ViewState hidden field co chy4yarHbim
TOKEHOM

— HTTP GET: protected-views 8 WEB-INF/faces-config.xml
— Hosbi javax.faces.Token URL napametp
 Tomcat 6/7/8 (org.apache.catalina.filters.CsrfPreventionFilter)



5. OWASP CSRF Guard

* Moxet BKatoyaTb anti-CSRF ToOKeHbl, NCMOAb3YyA:

— Paborty c JavaScript DOM — aBTomaTtuyeckan 3alimTa C
MWUHUMANbHbIMN YCUTUAMMU

— JSP Tag library — pna ToHKOM py4yHOM 3aWUTbI

o OUAbTP ANA NepexBaTKM 3anpocos 1 BaanaaLum
TOKEHOB



5. OWASP CSRF Guard

XMLHttpRequest.prototype. open = XMLHttpRequest.prototype.open;
XMLHttpRequest.prototype.open = function(method, url, async, user, pass) {

this. open.apply(this, arguments);
}
XMLHttpRequest.prototype. send = XMLHttpRequest.prototype.send;!
XMLHttpRequest.prototype.send = function(data) {

if(this.onsend != null) {

}
}

this. send.apply(this, arguments);



Ccblnku

https://www.owasp.org

https://shiro.apache.org
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KOHTaKTHbI

 Email: dudarev@licel.ru
e Twitter: @MikhailDudarev
e Web: http://licelus.com
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